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Parallel programs are usually described informally, and these
descriptions are implemented on parallel computer systems. When
a program does not run correctly, it is often very difficult to deter-
mine whether the program description or the implementation is
incorrect. This has led to the search for more formal descriptions
of parallel programs, and proof systems for the verification of the
implementations. In this paper, we will introduce some such for-
mal methods for the specification and verification of parallel pro-
grams. We will also describe a new method that is based on data-
flow graphs.

|. INTRODUCTION

The growing demand for increased computational speeds
while approaching the limits on uniprocessor performance
has led to the research into parallel and distributed pro-
cessing. The research efforts have been directed towards
designing architectures, techniques for representing par-
allelism, new languages, and tools. In addition, consider-
able amount of work has been devoted to the development
of theoretical models and methods of analysis under which
inherent properties of parallelism can be precisely defined
and studied.

Programs, especially parallel programs, are often
described informally. There are advantages to informal
descriptions: a problem can be studied without the bag-
gage of a formal notation and proof system. However, such
informal descriptions of complex problems can be over-
whelming. The errors and inconsistencies contained are
usually difficult to discover—“programs that seemed so
obviously correctatone time are, in retrospect, so obviously
wrong” [1]. This is the reason for formal approaches to the
specification of parallel programs, and proof systems to ver-
ify the implementation of the specifications.

A complete theory of programming (both sequential and
parallel) includes 1) a method for specification of programs
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permitting a clear statement of all requirements, 2) amethod
of reasoning about specifications that brings out imple-
mentation alternatives, 3) a method of developing pro-
grams along with a proof system to verify the correctness
of the programs with respect to the specifications, and 4)
a method of mapping the programs on to architectures to
achieve high efficiency [1]. In this paper we are concerned
only with the specification and verification as described
below.

A specification is a statement about what the program
should do, while a description of how it is achieved is an
implementation. A program may be designed hierarchically
such that a specification at one level becomes an imple-
mentation at other levels. The functional correctness ver-
ifies that the implementation realizes the specification.

It may be desirable to distinguish between two views on
correctness. When dealing with the proof of a program (we
will call it the Computational model), either the program
is annotated with predicates—the proof consists of dem-
onstrating that a predicate holds whenever program con-
trol is at the corresponding point in the program text; or
refining the program by adding more detail, eventually
leading to an execution model on a target architecture.

A process can be defined as the realization of a program
on a computer system. While dealing with correctness in
a process model, only the behavior of a program, insofar
as it can be described in terms of a limited set of events,
is of interest. Typically, the behavior of a process is
described by its interaction with other processes. Apart
from functional correctness, verification of processes
requires proving safety and liveness properties. Safety
properties essentially state that nothing bad will ever hap-
pen; in other words the process never enters an unac-
ceptable state. An example of safety property is, if the pro-
cess receives an input, it will reach a state where an output
is produced. Other examples of safety properties are that
two processes are never in their critical section simulta-
neously; that a message is received only if (and after) it has
been sent. Liveness properties state that something good
will happen in the future; that is, the process will eventually
enter a desirable state. An example of liveness is, if a pro-
cess receivesan input, outputwill be produced in the future.
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Another example of liveness is that the process will pro-
gress unless it has reached termination. In this paper we
will present methods that are applicable to process models.

In formal models for studying the behavior of processes,
itis common to abstract the description of a process. In one
such abstraction, a process is described by a set of possible
states, a set of inputs that cause a transition in the state of
the process, and a set of outputs produced by the process
on state transitions. A process is specified using assertions
regarding the conditions before (pre) and after (post) a state
transition. In a different abstraction, a process is described
by the elements through which it affects the environment.
A trace is a sequence of recordings of the interaction
between a process and its environment. In such an abstrac-
tion, it is common to represent a process by its input and
outputcomponents, and its behavior by the trace. A system
may comprise of many processes with interactions among
some of the processes. Some models ([1],[2], and [3]) record
events of a system based on total ordering of time, assum-
ing that only one event can occur at any given time. Some
other models ([4], [5], and [6]) impose partial order on the
events recorded (thus defining causality), allowing the
occurrence of concurrent events.

Most process models are compositional; that is, a spec-
ification of a process is formed from specifications of the
component processes. In such systems, the rules of com-
position of processes are controlled by the algebra on the
processes. Sometimes, the concept of trace is extended to
asequence of observations, where an observationis defined
as the input and output streams on all ports of all processes
(in a network of processes).

The proof of correctness in a process model then
becomes equivalent to the demonstration of safeness and
liveness of the composite (or network of) processes as spec-
ified. Assertions on traces are used to verify that the spec-
ified processes do not enter undesirable states, and enter
desirable states in the future.

A. An Example

Networks of processes, representing operating systems,
often require nondeterministic operations. By nondeter-
ministic, we mean that the execution of the operation is
time-independent. It is important that the techniques used
to characterize the networks be able to handle nondeter-
minate operators. In order to illustrate the differences
between the various models presented here, we use the
example of Brock and Ackerman [4]. This example is of inter-
est because it shows a subtle difference between two very
similar compositions. It shows that history relations are
insufficient for characterizing a network of processes con-
taining nondeterminate operators.

A process interacts with the environment through well
defined interfaces called the ports or links. The sequence
of values that each port receives or transmits during a com-
putation is called a history. Determinate operators have only
one possible output history tuple for each input history
tuple. The function which maps input history tuple into its
output history tuple is called the history function. Non-
determinate operators, which have a set of possible output
history tuples for an input history tuple, can be represented
by history relations.

Consider the network of processes shown in Fig. 1. The
network consists of determinate processes D, D,, and P,

Fig. 1. Brock and Ackerman Example.

(i = 1, 2); and a nondeterminat2 process Merge. The net-
work produces at most two valt es. Both processes D; and
D, read one value on their input ports and write two copies
of it on their output ports. The process Merge nondeter-
ministically reads avalue onone of its input portsand writes
the value on its output port. Two networks are formed by
using two different but similar p -ocesses P;’s. Pyis a process
which produces a value after reading the first input, while
P, produces its first value after r 2ading two inputs. The his-
tory functions for these proces;es are

Dyor D, Pie) = € Pye) = €
D(e) = ¢ Pyk) = k Pyk) = ¢
D(k.X) = k.k Pyk.LX) = k] PrkLX) =L

where ¢ is empty history, k anc | are values, X represents
input history, "'."” represents concatenation, and D(X) rep-
resents the output history.

The history relation for the nondeterministic process
Merge is

Merge(X, ¢) = {X}; Merge(e, V) = {Y}
Merge(k.X, |.Y) = {k.Z|Z € Merge(X, |.Y)}
U {l.Z|Z € Merge(k.X, V)}

Two different networks NET, and NET, are formed: NET,
with D,, D,, Merge and P,; and NET, with Dy, D,, Merge and
P,. The history relations for the tvo networks NET, and NET,
are the same despite the different behavior of Py and P,. If
either network receives an input, then P/s receive at least
two inputs, and the network produces two outputs. The
history relation for NET,’s with inputs k and | will be

NET (e, ) = {e¢}
NET,(k.X, € = {k.k} NET.(e, 1.X) = {11}
NET,(k.X, 1Y) = {k.k, k.1, L.k, L1}

The subtle difference in the behaviors of NET, and NET,
can be detected when placed ir a larger network. Let NET,
and NET, be part of two networks COMP; and COMP,; as
shown in Fig. 2. The input to the network is through D;,
while the output of the networks is forked back to D,
through another process Add. Add is a process which incre-
ments the input received by or e, and writes it on the out-
put.

Let COMP; receive a single iput with a value of 2. The
value 2is passed through NET, and becomes the first output
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Fig. 2. Network COMP,.

of COMP,. The process Add receives the value 2, adds 1 to
it and writes a value of 3 on its output. The Merge process
can now choose either the second output from D,, with a
value of 2, or the first output from D,, with a value of 3. This
is possible because, we cannotassume the execution speed
of the individual processes, or the scheduling of the pro-
cesses is unknown. It is possible that the process Merge
does not proceed until it has inputs on both its input ports,
thus, the second output of COMP; can be either 2 or 3.

If COMP, receives an input with a value of 2, the value
2 reaches process P, through D, and Merge. However, P,
cannot produce avalue until it receives two inputs. So, when
the second output from D, reaches P,, COMP, produces the
only possible sequence of output {2 - 2}.

II.  TRACE-BASED MODELS

In this section, we present three trace-based models. 1 he
example described in Section I-A is used to show the dif-
ference between the techniques. Trace-based models are
attractive because of their simplicity, and their information-
hiding property.

A. Communicating Sequential Processes (CSP)

Most early programming languages were designed for
sequential programs. Programming constructs required for
concurrent processing were not well understood and pro-
visions for handling concurrency were ““add-on’’ features
in the languges. Hoare [7] presented a few simple con-
structs to aid languages in dealing with concurrent pro-
cessing. Parallel command, and input and output com-
mands were introduced along with Dijkstra’s guarded
command [8] as means of structu ring concurrent programs.
A proof technique based on the concepts was presented
in [7] and an elaborate theory of processes was presented
in [2]. In this paper we will review only the features needed
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to understand the principles, and to describe the example
detailed in Section I-A.

Atrace provides an abstraction for a process, hiding irrel-
evant internal details. Atraceis arecording of the sequence
of events during some execution of a process. A process is
specified by describing the properties of its traces. A crt-
terminal (process) which displays a character after a key is
pressed, and then halts is specified as

TERMINAL = Key — Display = STOP

where Key indicates the event of pressing a key on the key-
board, Display is the event of displaying the character
pressed, STOP indicates that the process halts, and TER-
MINAL is the process name. The ordering of events is indi-
cated by “—."

An elaborate set of constructs is defined in order to facil-
itate specification of the process behavior. A process can
be represented as a composition of subprocesses using the
parallel command. Non-terminating processes and pro-
cesses involved in repetitive action are specified by means
of recursion. For example, a terminal which when turned
on, displays every character pressed on the keyboard until
power is turned off can be specified as

P, = On — P,
P, = Key — Display — P, | Off

where P, and P, are process names, Key and Display are as
described above, On indicates the event of turning the
power on, Off indicates the event of turning the power off,
and “|" is choice operator (explained below).

A parallel operation (i) is used to compose processes that
execute concurrently. Input (2) and output () commands
are introduced as the communication primitives through
which processes interact. Communication occurs between
two parallel processes (processes composed using the par-
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allel command) whenever an input command in one pro-
cess specifies the other process as the source, an output
command in the other process specifies the first process
as the destination, and the target variable of the input com-
mand matches the destination expression in the output
command. Input and output commands are said to cor-
respond when the above conditions are satisfied, and they
are executed simultaneously. In a variation, input and out-
put commands can name the communication channel
instead of the process name. However, both the input and
output commands must name the process (or channel) at
the other end of the communication.

Choice (|) is an operator which allows an execution to
select between two alternatives. Nondeterminism is intro-
duced by providing an operation ([) which arbitrarily selects
between its choices. If the first choice cannot be made, then
the second choice will be used; or if the second choice can-
not be made, the first choice is used. However, if both can
be selected, then the choice between them is nondeter-
ministic. While constructing a process from component
processes the internal structure is visible. After the con-
struction, the internal details are no longer needed and can
be hidden by the conceal (\) operation.

1) Example: The process D, (see Section I-A) which reads
one input (with a value of v;) on its channel i and outputs
the same value twice on its channel j, is specified as

Dy = vy = jlv; = jlvy
The process D, same as D, except for the channel names,
is specified as
D, = m?u, = nlu, — nlu,

The process Merge which nondeterministically reads a
value on its input channels j and n, and writes the value (v
or u, depending on the choice made) on its output channel
k, and iterates, is specified as

Merge = (((j2v — k) [ (n2u — klu)) > Merge)

The process P;which reads one value on its input channe!
k, writes the value on its output channel |, and repeats this
sequence once more before stopping, is specified as

P, = (ktw, — [!w, — kiw, = [lw, —» STOP)

where STOP indicates the process termination.

The process P, which reads two values on its input chan-
nel k before writing them in the same order to its output
channel | and then stops is specified as

P, = (Kw; = k2w, — [lw; = |lw, = STOP)

The composition of processes D,, D,, Merge and P, using
the parallel command and concealing the internal channels
(j, k and n) yields the following specification

NET, = (D,|| D, l|Mergell PO\ {j, k, n}
= (v [ m?w) — |'w, = [lw, > STOP)

The composition of processes D,, D,, Merge and P, using
the parallel command and concealing the internal channels
(/. k, and n) yields the following specification

NET, = (D4l D,ll Mergell PN j, k, n}
= ((vlmiu) = |'w, — |!lw, » STOP)

Inthis model the eventsinatrace are totally ordered. This
may not be true in real systems, particularly in distributed

systems where each node has its own clock (time). Also, as
can be seen from the composition of processes (NET; and
NET,) in the example describec, it is not possible to dif-
ferentiate between two similar, b it different processes. CSP
uses two different basic models in forming concurrent pro-
cesses. The execution of each p-ocess in a composition is
sequential, while the interactions among processes can be
parallel, nondeterministic, or selective.

B. Scenario Model

History functions which map each input history tuple into
an output history tuple are adeguate to characterize net-
works of determinate processe:. History relations, exten-
sion of history functions, whic1 map each input history
tuple into a set of possible output history tuple, have been
used to characterize networks of nondeterminate pro-
cesses. However, Brock and Ackerman [4] have shown,
using the dataflow model of comiputation, that history rela-
tions are inadequate to charac erize networks of nonde-
terminate processes. They presented a characterization in
which networks are presented ky scenario sets. A scenario
includes causality information a ong with input and output
history tuples. The causality information relates the ele-
ments of input and output histo 'y tuples with the elements
responsible for their creation. An algebra for dataflow
graphs and scenario sets is presented in [9].

Programs in the dataflow model of computation are rep-
resented by a graph. The nodes of a dataflow graph are
called operators. Each operator of a dataflow graph is iden-
tified through a label. A firing ‘execution) of an operator
removes tokens (values) from the input ports and produces
tokens on the output ports. Diifferent operators can be
defined with different firing rules based on the tokens
present. Links of the dataflow graph connect input and out-
put ports of operators (processes). During the execution,
tokens flow through these lirks from one operator to
another. The unconnected port:. within agraph becomethe
ports of the graph itself. Large - graphs can be built from
smaller ones by considering the smaller graphs as opera-
tors within the larger graphs.

1) Dataflow Graph Algebra: A dataflow graph algebra,
consisting of three operators, enables combining of the
dataflow graph operators. The three operators of the data-
flow graph algebra are graph union, portrelabeling, and port
connection. The graph union (| ,) operation associates two
disjoint graphs, retaining the port labels. The result of the
union operation is to form a n2w graph whose input and
output ports are the union of he input and output ports
of the constituent graphs, resgectively. It is required that
the port labels of the graphs participating in the union be
disjoint. The restriction of disjc int port labels in the union
operation is eased by providing a port relabeling (./,.) oper-
ator. The port relabeling operaion [a/gb] renames the port
a to b. The operation cannot introduce duplicate port
names, hence it is defined only when b is not a port of the
graph G. The result of this ope -ation is to remove the port
label a and add the port label b to the set of ports of the
graph G.

The port connection (.—,.) cperator is used to connect
an input port to an output po-t within a graph. The con-
nected ports become internal t5 the graph and cannot par-
ticipate in any future graph interconnections. The result of
this operation is to remove (hid 2) the input and output port,
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participating in the operation, from the input and output
ports of the graph, respectively.

To illustrate the use of these operators, Fig. 3 shows a
dataflow graph which computes the dot product of 2 two-

XO X

Fig. 3. Dot product computation using Brock's model.

element vectors. The inputs to the graph are the vectors:
(xg, Yo) and (x5, y). In this example, each operatoris assumed
to have input ports labelled as /n; and /n, and the output
to be labelled as Out;. The port through which the graph
produces output is to be labelled as Result. The description
using the algebraic notation is as follows

(times[In/gxol lIny/y x41[Out/, Op, Out]|l,

times[In /g yellIny/gy1[Outy/, Op, Outilll,

plus[Ini/;Opsini]linyl, Op;In,)[Outi/, Result])
[Op,Out, =, Op;Iny][Op,Out, =, Op;in,]

2) Scenario Set Algebra: Scenario sets, similar to graphs,
have disjoint input and output ports. A scenario is a triple
(E,V,C),where Eisthe set of events, Vis the valuation func-
tion, and C is the causality relation. Each element of the
scenario set Eis an ordered pair consisting of port label and
a nonzero positive integer. If an event (a, n) is in E, then
it represents the event of producing (or receiving) the nth
value at the output (or input) port a. The valuation function
Vmaps the events of Einto the set of token values. The value
of the nth token produced (or received) on port a is given
by V({a, n)). The causality relation provides the depen-
dencies in token production. If (a, n) C{b, m) is a causality
relation, then the event of producing (or receiving) the nth
element at port a must precede the event of producing (or
receiving) the mth element at port b.

The scenario set algebra, like the dataflow graph algebra,
has three operators: Union (l|,), Relabeling (./,.), and Con-
nection (.—.). Applications of the scenario set operators
must satisfy the same constraints on the input and output
port labels as the operators of dataflow graph algebra.

The scenario set union is used to produce the compo-
sition of scenario sets. The operation is defined only when
the two scenario sets have disjoint portlabels. The resulting
scenariosetis alsoatriple with each of its components being
the union of the corresponding components from the con-
stituent scenario sets. For example, let S;: (£, V;, C;) and
Sy {E,, V5, C,) be two scenario sets, then S|, S, = (£, U
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E,, Vi U V,, C; U G,). Taking the union of functions and
relations works because the event domains are disjoint.

The scenario set port relabeling is similar to the dataflow
graph relabeling operator. The relabeling operator renames
the ports, that is, it replaces all the occurrences of its first
operand with the second operand. For example, let S: (£,
V, C) be a scenario where

E={{y,m)};
V = {V((y, m))[{y, m) € E}; and
C = {(y, m) C(8, nylKy, m), (6, n) e E}

Application of the scenario set port relabeling operation
S[a/sB8) results in a scenario such that

E={¢y, m{v,m)eE and v # o}
U {(B, mY|[{a, m) e E}
Viiy, m) = V({y, m)),
if (yym)ef and y # «

vi(g, m)
{y, my C 45, n)

VKa, m)), if (a,m)ek
<y, my C L3,
if vy#a and 6 # «

(v, my C' (B, ny =<(y,m)y Cla, n) if v #«
(B, my C (5, n)
(B, my C" (B, n)

The scenario set port connection operation is more com-
plex than the connection operation of dataflow graph alge-
bra. The connect operation may form cycles, resulting in
inconsistent causal order. In order to avoid this inconsis-
tency, the connect operation is done in steps. First, all sce-
nario pairs whose data values do not match on ports that
are linked to each other are discarded. Each event pair is
merged into one scenario. For the matching events on the
linked input-output pairs, the valuation function yields the
same value, leading to value-consistent scenarios. The sec-
ond step is to remove any cycle, that would lead to event
pairs on linked ports where the event on input port does
not precede the event on the output port. This is done by
discarding all such cycle-causing event pairs, leading to
causality-consistent scenarios. Finally, each scenario for the
linked port is removed, resulting in the characterization of
the network based on external ports only, while hiding the
internal ports. For more details and examples, see [9].

3) Example: We will redo the example of section I-A using
the scenario set algebra.

The process D, has the following scenario set:

E = ({Um, 1), (Outy, 1), {Outy, 2))

V({in,, 1)) = V({Out,, 1)) = V((Out,, 23)

{In;, 1y C (Outy, 1); {Im, 1) C(Outy, 25;
{Outy, 1) C (Outy, 2).

(o, my C(S, ny if 6 # «

{a, m) C{a, n)

1l

The process D, has the following scenario set:
E = ({Inq, 1), (Outy, 1), {Outy, 2))
V({Ini, 1) = V{Outy, 1)) = V({Outy, 2))
{In,, 1) C (Outy, 1); {In;, 1) C (Outy, 2);

(Outy, 1) C<Outy, 2).
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